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Flipped Classroom Strategy on “Cryptographic Technique

Class: B.Tech. (CS)/Sem-V1

Subject: Cyber Sccurity

Topic: Cryptographic Technique

Objective:

To help students understand the various cryptographic methods, including symmetric and
asymmetric encryption, hashing, and digital signatures. Students will be able to apply basic
cryptographic techniques to solve real-world security problems.

Flipped Classroom Approach:

1. Pre-Class Preparation:
o Video/Reading Material:

* Provide students with introductory videos or articles about basic
cryptographic concepts (e.g., RSA, AES).

* Video Link: https://archive.nptel.ac.in/courses/106/105/106105 162/

* Video Link: https://www.youtube.com/watch?v=cOpYHIgis3o

2. In-Class Activities:
o Hands-on Cryptography Exercise:

* Break students into groups and assign them different encryption
algorithms.

* Have them implement the encryption and decryption steps with sample
data, either manually or using a programming language (eg. Java,
Python).

o Collaborative Problem Solving:

= Present a scenario where students need to decide which cryptographic
method to use.

* Students will be divided into groups and each each group will be asked
to analyse and select an appropriate cryptographic technique for the
given problem.

o Group Discussion on Modern Cryptographic Challenges:

* Facilitate a class discussion on the current challenges in cryptography,
such as the rise of quantum computing or encryption backdoors.

» Students can use the knowledge gained from pre-class activities to
contribute to the discussion.

3. Post-Class Assignment:
= Case Study Analysis: Provide a case study about a recent security

breach or cryptographic failure.
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»  Ask students to analyze the breach in terms of cryptographic failure and

propose solutions or alternative cryptographic techniques that could
have prevented the issue.

List of Real-World Problems and Challenges in Cryptographic
Techniques:

Cryptographic Backdoors:

There are concerns about governments or organizations forcing companies to include
backdoors in their encryption systems, compromising user privacy and data security.

Side-Channel Attacks:

These attacks exploit information leaks from physical systems (like CPU power consumption

or electromagnetic emissions) to break encryption without needing to directly break the
cryptographic algorithm.

Secure Communication in Mobile Networks:

Mobile devices face unique challenges in securing communications over insecure networks
(e.g., public Wi-Fi), where attackers can intercept or modify encrypted data.

Digital Signature Forgery:

The challenge of ensuring digital signatures cannot be forged or tampered with remains critical,
especially in applications like secure contracts and e-commerce.

Password Security and Storage:

Ensuring passwords are securely hashed and stored is crucial to protecting user credentials.
Weak or outdated hashing algorithms, like MD5 or SHA-1, are vulnerable to collision attacks.

Privacy-Preserving Cryptography:

Balancing cryptographic techniques with user privacy, especially when it comes to collecting
and analyzing user data for marketing, social networks, or governmental purposes.

Blockchain Security:

While blockchain uses cryptographic techniques to secure transactions, challenges remain in

ensuring the security and scalability of blockchain-based systems, especially in public
networks.
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