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Program: B Tech Computer Science Semester: VI 

Course: E-Commerce  Code: 702IT0E027 

Teaching Scheme Evaluation Scheme 

Lecture 
(Hours 

per 
week) 

Practical 
(Hours 

per week) 

Tutorial 
(Hours 

per week) 
Credit 

Internal Continuous 
Assessment (ICA) 

(Marks - 50) 

Term End 
Examinations (TEE) 

(Marks- 100) 

2 2 0 3 Marks  Scaled to 50 Marks  Scaled to 50 

Pre-requisite: Computer Networks 

Course Objective 
To provide principles of Electronic Commerce from a technical and business perspective 

Course Outcomes  
After completion of the course, the student will be able to - 

1. Classify and Compare different Electronic Commerce Software and Online Payments methods 
2. Explain various E-Commerce Legal, ethical, social issues and Security issues 
3. Use modern engineering tool for developing effective model of E-Commerce web applications 

 

Detailed Syllabus 

Unit Description Duration 

1 Introduction 
Evolution Of Commerce , Business Models, Revenue Models, and Business 
Processes, Role of Merchandising ,Product/Process Suitability to Electronic 
Commerce ,Advantages and Disadvantages of Electronic Commerce  
Economic Forces and Electronic Commerce ,Transaction Costs  
Markets and Hierarchies ,Using Electronic Commerce to Reduce Transaction 
Costs ,Identifying Electronic Commerce Opportunities, 
Strategic Business Unit Value Chains ,Industry Value Chains , 
SWOT Analysis: Evaluating Business Unit Opportunities, 
International Nature of Electronic Commerce, Infrastructure and tools for e-
commerce, current trends in e-commerce applications development. 
 

6 

2 Electronic Data Interchange and Electronic Commerce Software 
Early Business Information Interchange Efforts 
Emergence of Broader EDI Standards 
How EDI Works 
Value-Added Networks 
EDI Payments 
EDI on the Internet 
Supply Chain Management Using Internet Technologies 
Value Creation in the Supply Chain 
Increasing Supply Chain Efficiencies 
Electronic Commerce Software for Midsize to Large Businesses. 
Electronic Commerce Software for Small and Midsize Companies. 
Electronic Commerce Software for Large Businesses 
Enterprise-Class Electronic Commerce Software 
Customer Relationship Management Software 
Supply Chain Management Software 

8 
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Content Management Software 
Knowledge Management Software  
 

3 Electronic and Online Payments 
Overview, Payment Gateway, Certificates, Digital Token, Smart Cards, Credit 
Cards, Magnetic Strip Cards, E Checks, Credit/ Debit Card EPS,  Online 
Payments: Mobile Payments, Online Banking, Emerging Financial Instruments 
- Application in Business, E- Commerce Laws, Forms of Agreement, 
Government Policies and Agenda. 
 

6 

4 Legal, ethical and social issues 

The Legal Environment of Electronic Commerce 
Borders and Jurisdiction  
Jurisdiction on the Internet  
Conflict of Laws  
Contracting and Contract Enforcement in Electronic Commerce  
Use and Protection of Intellectual Property in Online Business  
Copyright Issues  
Patent Issues  
Trademark Issues  
Domain Names and Intellectual Property Issues  
Protecting Intellectual Property Online 
Defamation  
Online Crime, Terrorism, and Warfare  
Online Crime  
Online Warfare and Terrorism  
 

4 

5 Electronic Commerce Security 

Security for Client Computers  
Cookies ,Web Bugs ,Active Content ,Java Applets ,JavaScript  
ActiveX Controls ,Graphics and Plug-Ins ,Viruses, Worms, and Antivirus 
Software ,Digital Certificates ,Steganography 
Communication Channel Security  
Secrecy Threats  
Integrity Threats  
Necessity Threats  
Threats to the Physical Security of Internet Communications Channels  
Threats to Wireless Networks ,Firewalls 
Security for Server Computers  
Web Server Threats  
Database Threats  

6 

 Total 30 

Text Books 
1. Gary P. Schneider, Electronic Commerce, 12th Edition, Cengage Learning, 2016. 
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Reference Books   
1. Henry Chan, Raymond Lee, Tharam Dillon and Elizabeth Chang, E Commerce- 
       Fundamentals and application, 1st Edition, John Wiley & Sons, 2015. 
2. M. L. Brodie and Dieter Fensel, Ontologies: A Silver Bullet for Knowledge 

Management and Ecommerce, 2nd Edition, Springer, 2004. 
 

Laboratory Work 
8 to 10 Programming exercises based on the syllabus. 
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Program: B Tech / MBA Tech Computer Engineering 
B Tech ( CSBS, AIDS, Computer Science) 

Semester: VII 
VII /VI 

Course: IoT and Applications  
 

Code: 702CO0E017 

Teaching Scheme Evaluation Scheme 

Lecture 
(Hours 

per 
week) 

Practical 
(Hours 

per week) 

Tutorial 
(Hours per 

week) 
Credit 

Internal Continuous 
Assessment (ICA) 

(Marks - 50) 

Term End Examinations 
(TEE) 

(Marks- 100  )                         

2 2 0 3 Marks  Scaled to 50 Marks  Scaled to 50 
Prerequisite  
C/ C++ Programming, Microprocessor and microcontroller, Computer Networks, Cyber Security. 
 
Course Objective  
The course educates students on the basic concepts of the internet of things. This course also covers 
technologies, components, processes and mechanisms of the internet of things to develop the complete 
application.  
 
Course Outcomes  
After completion of the course, students will be able to: 

1. Describe the fundamentals of IoT and M2M, 
2. Identify various IoT access technologies, 
3. Analyze security and privacy issues in IoT, 
4. Develop and implement IoT applications. 

 
Detailed Syllabus: 

Unit Description Duration 
1. Fundamentals of IoT 

Definition, characteristics and reliability issues & solutions of IoT, Evolution of Internet 
of Things, IoT architectures, Resource management, IoT data management and 
analytics, communication protocols, IoT applications, security and privacy, Identity 
management and authentication, standardization and regulatory limitations. 

07 

2. IoT and M2M  
Introduction, M2M – Machine to Machine, difference between IoT and M2M, software 
defined networking and network function virtualization. 

02 

3. IoT protocols  
Networking Protocols: 6LowPan, RPL, Thread, IoT Devices Application-Level 
Protocols: MQTT, CoAP, REST. 

06 



 SVKM’s NMIMS University  
            Mukesh Patel School of Technology Management and Engineering       

                                                                                                                                                              
 Signature                                                                                                     

(Prepared by Concerned Faculty/HOD)                                                                          AY 2023-24                                              

                                                                            B. Tech. AI / Semester-III /  / Page 2 
 
 

4. Security and Privacy in the IoT   
IoT reference model, security threats and requirements, IoT security overview, Security 
frameworks for IoT, Privacy in IoT networks, obfuscation and diversification for 
securing IoT.  

06 

5. Designing of IoT systems   
Design principles for connected devices, IoT design methodology, prototyping, 
business models.  

04 

6. IoT Applications    
Home automation, Cities, Environment, Energy, Retail, Logistics, Agriculture, 
Industry, Health & Lifestyle.  

05 

 Total 30 

Text Books  
1. Vijay Madisetti and Arshdeep Bahga, “Internet of Things (A Hands-on-Approach)”, 1st Edition, VPT,   

        2014 (classic). 
2. Rajkumar Buyya and Amir Vahid Dastjerdi, “Internet of Things Principles and Paradigms”, Morgan  

       Kaufmann publications, 2016.  
Reference Books 

1. Adrian McEwen and Hakim Cassimally, “Designing the Internet of Things”, Wiley publications, 
2014. 

Laboratory Work 
8 to 10 experiments (and a practicum where applicable) based on the syllabus. 
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Program: B Tech (Computer Engineering, Computer 
Science, AI and ML) 
MBA Tech (Computer Engineering) 

Semester: V/VI 

Course: Cyber Security  Code: 702AI0E004 

Teaching Scheme Evaluation Scheme  

Lecture 
(Hours per 

week) 

Practical 
(Hours per 

week) 

Tutorial 
(Hours per 

week) 
Credit 

Internal 
Continuous 

Assessment (ICA) 
(Marks - 50) 

Term End 
Examinations (TEE) 

(Marks - 100) 

2 2 0 3 Marks Scaled to 50 Marks Scaled to 50 
Prerequisite: Computer Programming  

Course Objective 
This course is an introduction to the field of Cyber Security. This course presents a balance of 
the managerial and technical aspects of the discipline. It will prepare students with the 
technical knowledge and skills needed to protect and defend computer systems and networks. 

Course Outcomes 
After completion of the course, students will be able to - 

1.  Explain the basics of cyber security. 
2. Implement mechanisms of cryptography, authentication and access controls.  
3. Differentiate security mechanisms in programs and networks. 
4. Describe risk management related to computer security.    

Detailed Syllabus 
Unit Description Duration 

1 Introduction 
Basic components of computer security (CIA), characteristics of 
information, vulnerabilities, threats, attacks and controls, classifications 
of hackers.   

03 

2 Cryptography 
Cryptographic basics, transposition cipher, substitution cipher, block 
and stream cipher steganography, public v/s private key encryption, 
Private key encryption: DES, Public key encryption: RSA, Key 
management, Key exchange – Diffie-Hellman, Digital Signature, One-
way hash functions.   

07 

3 Authentication 
Authentication basics, Password, Challenge response, Biometrics. 

03 

4 Access Control 
Access control principles, ACL, DAC, MAC, and Role based Access 
Control, Access control models, Kerberos. 

03 

5 Program Security 04 
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Secure programs, non-malicious Program Errors, Viruses and other 
malicious code, types of viruses, attack mechanism of viruses, Targeted 
Malicious Code, Controls Against Program Threats. 

6 Network Security 
Eavesdropping, spoofing, denial of service attacks, Security controls: 
encryption, virtual private networks, SSL, Firewall: Kinds of Firewalls, 
Filtering Services, DMZ, IDS and its types of IDS.  

06 

7 Risk Management 
Risk analysis, various terminologies associated with risk management, 
Risk assessment techniques, managing risk, steps for risk management, 
Business impact analysis, various terminologies associated with BIA, 
Different types of continuity planning, testing and revising the plan 

04 

 Total 30 
Text Books  

1. M. Bishop, S.S. Venkatramanayya, Introduction to Computer Security, 1st edition, Pearson 
Education, 2014.  

2. M. Whitman, H. Mattford, Principles of Information Security, 6th edition, Cengage 
Learning, 2017. 

3. C. Pfleeger, S. Pfleeger, Security in Computing, 5th edition, Pearson Education, 2015. 

Reference Books   
1. A. Kahate , Cryptography & Network Security, 3rd edition, Tata McGrawHill , 2017 
2. W. Stallings, Cryptography and Network Security Principles and Practice, 7th edition, 

Pearson Education, 2017  
3. Mark Rhodes-Ousley, Information Security: The Complete Reference, 2nd edition, McGraw 

Hill Education, , 2013. 

Laboratory/ Tutorial Work 

8 to 10 experiments (and a practicum where applicable) based on the syllabus. 

 
 

 
 
 
 
 
 
 


